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No. 2000-116

AN ACT

SB 1173

Amending Title 18 (Crimes and Offenses) of the PennsylvaniaConsolidated
Statutes,reenactingprovisionson manufacture,disposition,useor possessionof
devicesfor telecommunicationstheft;providing for theoffenseof dischargeof a
firearm into anoccupiedstructure;andfurtherproviding for saleor illegal useof
certainsolvents.

The GeneralAssembly of the Commonwealthof Pennsylvaniahereby
enactsasfollows:

Section 1. Section 910 of Title 18 of the PennsylvaniaConsolidated
Statutesis reenactedto read:
§ 910. Manufacture,distribution,useor possessionof devicesfor theft of

telecommunicationsservices.
(a) Offensedefmed.—Anypersoncommitsanoffenseif he:

(1) makes,distributes,possesses,usesor assemblesan unlawful
telecommunicationdeviceor modifies,alters,programsor reprogramsa
telecommunicationdevicedesigned,adaptedor whichcanbeused:

(i) for commissionof a theft of telecommunicationserviceor to
disrupt, transmit, decrypt, acquire or facilitate the disruption,
transmission,decryption or acquisition of any telecommunication
service without the consent of the telecommunication service
provider;or

(ii) to conceal or to assist another to conceal from any
telecommunicationserviceprovider or from any lawful authoritythe
existence or place of origin or of destination of any
telecommunication;or
(2) sells,possesses,distributes,givesor otherwisetransfersto another

or offers, promotesor advertisesfor saleany:
(i) unlawful telecommunicationdevice,or plansor instructionsfor

making or assemblingthe same,undercircumstancesevidencingan
intent touseor employsuchunlawful telecommunicationdevice,or to
allow the sameto be used or employedfor a purposedescribedin
paragraph(1), or knowingor havingreasonto believethatthe sameis
intendedto be so used,or that the aforesaidplansor instructionsare
intended to be used for making or assembling such unlawful
telecommunicationdevice;or

(ii) material, including hardware,cables,tools, data, computer
software or other information or equipment, knowing that the
purchaseror a third person intends to use the material in the
manufactureof anunlawful telecommunicationdevice.

(b) Grading.—
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(1) Exceptfor violationsof thissection asprovidedfor in paragraph
(2) or (3), an offenseunderthis section is a misdemeanorof the first
degree.

(2) An offenseunder this sectionisafelony of thethird degreeif:
(i) the defendanthasbeenconvictedpreviouslyunder this section

or convictedof any similar crime in this or anyFederalor otherstate
jurisdiction; or

(ii) the violation of this sectioninvolves at least ten, but notmore
than50, unlawful telecommunicationdevices.
(3) An offenseunderthis sectionis afelony of theseconddegreeif:

(i) the defendanthasbeenconvictedpreviouslyon two or more
occasionsfor offensesunder this sectionor for any similar crime in
thisor anyFederalor otherstatejurisdiction; or

(ii) the violation of this section involves morethan50 unlawful
telecommunicationdevices.
(4) Forpurposesof gradinganoffensebaseduponaprior conviction

underthis sectionor for anysimilarcrimepursuantto paragraphs(2)(i)
and(3)(i), aprior conviction shall consistof convictionsupon separate
indictmentsor criminal complaintsfor offensesunderthissectionor any
similarcrime in this or anyFederalor otherstatejurisdiction.

(5) As providedfor in paragraphs(2)(i) and (3)(i), in gradingan
offenseunder this sectionbasedupon aprior conviction, the term “any
similar crime” shall include, but not be limited to, offensesinvolving
theft of service or fraud, including violations of the Cable
CommunicationsPolicy Act of 1984 (PublicLaw 98-549,98 Stat.2779).
(b.1) Separateoffenses.—Forpurposesof all criminalpenaltiesor fines

establishedfor violationsof this section,the prohibitedactivity established
herein as it applies to each unlawful telecommunicationdeviceshall be
deemedaseparateoffense.

(b.2) Fines.—Forpurposesof imposing fines upon conviction of a
defendantfor an offenseunder this section,all fines shall be imposedin
accordancewith section1101 (relating to fines).

(c) Restitution.—Thecourt shall, in addition to any other sentence
authorizedby law, sentencea personconvictedof violating this sectionto
makerestitution undersection 1106 (relating to restitution for injuries to
person or property) or 42 Pa.C.S. § 9721(c) (relating to sentencing
generally).

(c.1) Forfeiture of unlawful telecommunication devices.—Upon
conviction of adefendantunder this section,the court may, in addition to
anyothersentenceauthorizedby law, direct that the defendantforfeit any
unlawful telecommunicationdevices in the defendant’s possessionor
control which were involved in the violation for which the defendantwas
convicted.

(c.2) Venue.—Anoffenseundersubsection(a) may be deemedto have
been committed at either place where the defendantmanufacturesor
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assemblesan unlawful telecommunicationdeviceor assistsothersin doing
so or the placeswhere the unlawful telecommunicationdevice is sold or
delivered to a purchaser,in accordancewith section 102 (relating to
territorial applicability). It shall be no defenseto a violation of subsection
(a) that some of the acts constitutingthe offenseoccurredoutsideof this
Commonwealth.

(d) Civil action.—
(1) Any personaggrievedby a violation of this sectionmay bring a

civil actionin anycourt of competentjurisdiction.
(2) Thecourtmay:

(i) grantpreliminary and final injunctionsto preventor restrain
violationsof this section;

(ii) at anytimewhile an actionis pending,orderthe impounding,
on such terms as it deems reasonable, of any unlawful
telecommunicationdevice that is in the custody or control of the
violator and that the court has reasonablecause to believe was
involvedin theallegedviolation of this section;

(iii) awarddamagesasdescribedin subsection(d.1);
(iv) in its discretion,awardreasonableattorney fees andcosts,

including, but not limited to, costs for investigation, testing and
expertwitnessfees,to anaggrievedpartywhoprevails;or

(v) as partof afinal judgmentor decreefinding aviolation of this
section, order the remedial modification or destruction of any
unlawful telecommunicationdeviceinvolvedin the violation thatis in
the custody or control of the violator or hasbeenimpoundedunder
subparagraph(ii).

(d.1) Types of damagesrecoverable.—Damagesawardedby a court
underthis sectionshallbecomputedaseitherof thefollowing:

(1) Upon his election of such damagesat any time before final
judgment is entered, the complaining party may recover the actual
damagessufferedby him as a resultof the violation of this sectionand
anyprofitsof theviolator thatareattributableto the violation andarenot
takeninto accountin computingthe actualdamages.In determiningthe
violator’s profits, thecomplainingpartyshall be requiredto prove only
the violator’s grossrevenue,andthe violator shall be requiredto prove
his deductibleexpensesand theelementsof profit attributableto factors
otherthantheviolation.

(2) Upon electionby the complainingpartyat any timebeforefinal
judgmentis entered,that partymayrecoverin lieu of actualdamagesan
award of statutory damagesof between $250 to $10,000 for each
unlawful telecommunicationdevice involved in the action, with the
amountof statutorydamagesto bedeterminedby the court,not thejury,
as thecourt considersjust. In anycasewherethecourt finds that anyof
the violationsof this section were committedwillfully andfor purposes
of commercial advantageor private financial gain, the court in its
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discretionmayincreasethe awardof statutorydamagesby an amountof
not more than $50,000 for each unlawful telecommunicationdevice
involved in theaction.

(3) For purposesof all civil remediesestablishedfor violationsof this
section,theprohibitedactivity establishedin this sectionappliesto each
unlawful telecommunicationdevice and shall be deemeda separate
violation.
(e) Definitions.—As used in this section, the following words and

phrasesshallhavethemeaningsgiven to themin this subsection:
“Manufactureof anunlawful telecommunicationdevice.” To produceor

assemblean unlawful telecommunicationdevice or to modify, alter,
program or reprogram a telecommunicationdevice to be capable of
acquiring,disrupting,receiving,transmitting,decryptingor facilitating the
acquisition, disruption, receipt, transmission or decryption of a
telecommunicationservicewithout the consentof the telecommunication
serviceprovideror to knowingly assistothersin thoseactivities.

“Telecommunicationdevice.” Any type of instrument,device,machine
or equipmentwhich is capableof transmitting,acquiring, decrypting or
receiving any telephonic,electronic, data, Internet access,audio, video,
microwaveor radio transmissions,signals,communicationsor services,
including the receipt,acquisition, transmissionor decryption of all such
communications, transmissions,signals or services over any cable
television, telephone,satellite, microwave, radio or wireless distribution
systemor facility, or any part, accessoryor componentsthereof,including
anycomputercircuit, securitymodule,smartcard,software,computerchip,
electronic mechanismor other component,accessoryor part which is
capableof facilitating the transmission,decryption,acquisitionor reception
of all suchcommunications,transmissions,signalsor services.

“Telecommunicationservice.” Themeaninggivento it in section 3926
(relating to theft of services)and alsoany service providedby anyradio,
telephone,cable television, satellite, microwave or wireless distribution
systemor facility, including, but not limited to, anyandall electronic,data,
video, audio, Internet access, telephonic, microwave and radio
communications,transmissions,signalsandservices.

“Telecommunicationservice provider.” The meaning given to it in
section3926(relating to theft of services)andincludesanypersonor entity
providing anytelecommunicationservice,including,but not limited to, any
person or entity owning or operating any cable television, satellite,
telephone,wireless,microwaveor radiodistributionsystemor facility.

“Unlawful telecommunicationdevice.” The meaninggiven to it in
section 3926 (relating to theft of services) and includes any
telecommunicationdevicewhich is capableof orhasbeenaltered,designed,
modified, programmedor reprogrammed,alone or in conjunction with
anothertelecommunicationdevice or devices so as to be capable of
facilitating thedisruption,acquisition,receipt,transmissionor decryptionof
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a telecommunicationservice without the consentor knowledge of the
telecommunicationserviceprovider. In addition to the exampleslisted in
section 3926, the term includes, but is not limited to, any device,
technology,product, service,equipment,computersoftwareor component
or part thereof, primarily distributed, sold, designed, assembled,
manufactured,modified, programmed,reprogrammedor used for the
purposeof providing unauthorizeddisruptionof, decryptionof, accessto or
acquisition of any telecommunicationservice provided by any cable
television, satellite, telephone,wireless, microwave or radio distribution
systemor facility.

Section2. Title 18 is amendedby addingasectionto read:
§ 2707.1. Dischargeofafirearm intoan occupiedstructure.

(a) Offensedefined.—Aperson commitsan offenseif he knowingly,
intentionally or recklesslydischargesafirearmfrom any location.~intoan
occupiedstructure.

(b) Grading.—An offenseunderthis sectionshall be afelony of the
third degree.

(c) Defense.—Itis a defenseto prosecutionunderthis sectionthat:
(1) the persondischarging the firearm was a law enforcement

officer engagedin the performance of his official law enforcement
duties; or

(2) the persondischargingthe firearm was engagedin a hunting
activity; and

(i) the dischargeof the firearm took placefrom alocation where
the hunting activity is lawful; and

(ii) the passageof the projectile from the firearm into the
occupiedstructurewasnotintentional, knowing or reckless.

(d) Definitions.—As used in this section, the following words and
phrasesshall havethe meaningsgivento them in this subsection:

“Firearm.” Any weapon which is designedto or may readily be
convertedto expelany projectile by the action of an explosion or the
frame orreceiverof anysuch weapon.

“Occupied structure.” Any structure, vehicle or place adaptedfor
overnightaccommodationof personsor for carrying on businesstherein,
whetherornota personis actuallypresent.

Section3. Section7303of Title 18 is amendedto read:
§ 7303. Saleor illegal useof certainsolventsand noxioussubstances.

(a) Offensedefined.—Nopersonshall, for the purposeof causinga
condition of intoxication, inebriation, excitement, stupefaction,or the
dulling of his brain or nervoussystem,intentionallysmell or inhale the
fumes from any noxious substanceor substancecontaining a solvent
havingthe propertyof releasingtoxic vaporsor fumes.

(b) Exception.—Subsection(a) of this section shall not apply to the
inhalationof anyanesthesiafor medicalor dentalpurposes.
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(c) Possessionprohibited.—Nopersonshall, for thepurposeof violating
subsection(a) of this section,use,or possessfor thepurposeof sousing,any
noxioussubstanceor substancecontaininga solventhavingthe propertyof
releasingtoxic vaporsor fumes.

(d) Saleprohibited.—Nopersonshall sell at retail, or offer to sell, to
any otherpersonany tubeor othercontainerof any noxious substanceor
substancecontaininga solventhavingthepropertyof releasingtoxic vapors
or fumes, if he hasreasonablecauseto suspectthat the product sold, or
offeredfor sale,will be usedfor the purposeset forth in subsection(a) of
this section.

(e) Grading.—Anypersonwho violatesany provision of this section
shallbeguiltyof amisdemeanorof thethird degree.

(I) Definition.—As used in this section, the phrase“any noxious
substanceor substancecontaining a solvent having the property of
releasingtoxic vaporsor fumes” shallmeanany substancecontainingone
or more of the following chemicalcompounds:acetone,acetate,benzene,
butyl alcohol,cyclohexylnitrite, ethyl alcohol,ethylenedichloride,gaseous
or liquid fluorocarbons,isopropyl alcohol, methyl alcohol, methyl ethyl
ketone,nitrous oxide, pentachiorophenol,petroleumether,or toluene.

Section4. Thisact shalltakeeffectasfollows:
(1) The amendmentor addition of 18 Pa.C.S.§~2707.1 and7303

shall takeeffect in 60 days.
(2) Theremainderof thisact shalltake effect immediately.

APPROVED—The20th dayof December,A.D. 2000.

THOMAS J. RIDGE


