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No. 2006-60

AN ACT
SB 601

Relatingto confidentialityof SocialSecuritynumbers;andmakinga relatedrepeal.

The GeneralAssembly of the Commonwealthof Pennsylvaniahereby
enactsasfollows:

Section1. Privacyof SocialSecuritynumbers.
(a) General rule.—A person or entity or State agency or political

subdivisionshallnotdo anyof the following:
(1) Publicly postor publicly display in any manneran individual’s

Social Security number. “Publicly post” or “publicly display” meansto
intentionally conmiunicateor otherwisemake available to the general
public.

(2) Print an individual’s SocialSecuritynumberon anycardrequired
for the individual to accessproductsor servicesprovidedby theperson,
entityor Stateagencyor political subdivision.

(3) Requireanindividual to transmithisor herSocial Securitynumber
over the Internetunlessthe connectionis secureor the Social Security
numberis encrypted.

(4) Requireanindividual to usehis or her SocialSecurity numberto
access an Internet website unless a passwordor unique personal
identification numberor other authenticationdevice is also required to
accessthewebsite.

(5) Print anindividual’s Social Securitynumberon anymaterialsthat
aremailedto the individualunlessFederalor Statelaw requirestheSocial
Securitynumberto beon thedocumentto bemailed.Notwithstandingthis
provision, Social Securitynumbersmay be includedin applicationsand
forms sentby mail, including documentssentaspart of an applicationor
enrollment process or to establish, amend or terminate an account,
contract or policy or to confirm the accuracyof the Social Security
number. A Social Securitynumberthat is permittedto be mailed under
this sectionmaynot beprinted,in whole or in part,on apostcardor other
mailernot requiringanenvelope,or visibleon the envelopeorwithout the
envelopehavingbeenopened.

(6) Disclosein any manner,exceptto the agencyissuing the license,
the Social Securitynumberof an individualwho appliesfor arecreational
license. Forthepurposesof this paragraph,a “recreationallicense”means
a licenseissuedpursuantto 30 Pa.C.S.(relatingto fish) or 34 Pa.C.S.
(relatingto game).
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(b) Applicability.—Exceptasprovided in subsection(c), subsection(a)
applies only to the useof Social Securitynumberson or after the effective
dateof this section.

(c) Exception.—
(1) A person or entity, not including a State agencyor political

subdivision,thathas used,prior to the effective dateof this section,an
individual’s Social Security number in a manner inconsistentwith
subsection(a) may continue using that individual’s Social Security
numberin thatmanneron oraftertheeffectivedateof this sectionif all of
thefollowing conditionsaremet:

(i) The use of the Social Security numberis continuous.If the use is
stoppedfor anyreason,subsection(a) shall apply.

(ii) The individual is provided anannualdisclosure,commencingin
the yearaftertheeffectivedateof this section,that informs theindividual
that he or shehas the right to stopthe useof his or her Social Security
numberin a mannerprohibitedby subsection(a).

(2) An individual who receivesan annualdisclosureunderparagraph
(1) has theright to stopthe useof hisor her Social Securitynumberin a
mannerprohibited by subsection(a) and must exercisethat right by
submittinga written requestto the personor entity. The personor entity
shall discontinueuseof the individual’s Social Securitynumberwithin 30
days of the receipt of the request.There shall be no fee or chargefor
complyingwith therequest.A personor entityshall not denyservicesto
an individual becausethe individual makesa written requestpursuantto
this subsection.
(d) Construction.—Thissection shall not be construedto preventthe

collection,useor releaseof a SocialSecuritynumberas requiredby Federal
or Statelaw or the useof a Social Securitynumber for internalverification,
administrativepurposesor for law enforcementinvestigations.

(e) Unifiedjudicial systemdocuments.—Thissectiondoesnot apply to a
documentthat originatedwith or is filed with, recordedin or is maintained
by anycourtcomponentorpartof theunifiedjudicial system.

(f) Governmentdocuments.—Thissection does not apply to any
documentthat:

(1) is requiredby law to beopento thepublic; and
(2) originates with or is filed, recorded or maintained by any

governmentagency,instrumentalityor taxingauthority.
(g) Penalty.—Actionsin violation of this actshall bedeemeda summary

offenseandshall be punishableby a fine of not less than $50 andnotmore
than $500and,for everysecondor subsequentviolation, by a fine of not less
than $500 and not more than $5,000. Fines under this section shall be
distributed equally between the Crime Victim’s CompensationFund
administeredby the PennsylvaniaCommissionon Crime and Delinquency
andtheOffice of AttorneyGeneralfor futureidentity theftprevention.
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Section2. Criminal enforcement.
• (a) District attorneys.—Thedistrictattorneysof the severalcountiesshall

haveauthority to investigateand to institute criminal proceedingsfor any
violationof this act.

(b) Attorney General.—Inaddition to the authority conferredupon the
Attorney Generalunder the act of October 15, 1980 (P.L.950, No.164),
knownas theCommonwealthAttorneysAct, theAttorneyGeneralshallhave
the authority to investigate and institute criminal proceedings for any
violation of this act. A person chargedwith a violation of this act by the
Attorney Generalshall not havestandingto challengethe authority of the
Attorney General to investigate or prosecutethe case, and, if any such
challengeis made, the challengeshall be dismissedandno relief shall be
available in the courts of this Commonwealthto the personmaking the
challenge.
Section3. Repeal.

The provisionsof 34 Pa.C.S.§ 325(d) (relatingto limitation on disclosure
of certain records)are repealedinsofaras theyare inconsistentwith section
1(g).
Section4. Applicability.

Theprovisionsof this actshallnot applyto:
(1) A financial institution,as definedby section509(3)of theGramm-

Leach-Bliley Act (Public Law 106-102, 15 U.S.C. § 6809(3)) or
regulationsadoptedby agenciesas designatedby section504(a) of the
Gramm-Leach-BlileyAct, subjectto Title V of the Gramm-Leach-Bliley
Act or a “licensee” as defined by 31 Pa. Code § 146a.2 (relating to
definitions).

(2) A coveredentity, as definedby regulationspromulgatedat 45 CFR
Pts. 160 (relating to general administrative requirements) and 164
(relating to security and privacy) pursuantto Subtitle F of the Health
InsurancePortability andAccountabilityAct of 1996 (Public Law 104-
191,110Stat. 1936). •

(3) An entitysubjectto the FairCredit ReportingAct (PublicLaw 91-
508, 15 U.S.C.§ 1681 et.seq.).

Section5. Effectivedate.
Thisactshalltakeeffectin 180 days.

APPROVED—The29thdayof June,A.D. 2006.

EDWARD G. RENDELL


